
More and more customers are looking to leverage Db2 native encryption to help protect their database from evil-doers. Do you really understand what 

might change in your Db2 world as a result of moving to an encrypted database? To help avoid unpleasant surprises, this presentation reviews a list of 

things you need to consider before implementing database encryption
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What new availability requirements does an encrypted database bring to my environment? 

How does encryption affect the performance of your system and what can you do about it? 

How does an encrypted database affect your database operations?

2



3



Db2 native encryption is about protecting your data from people outside the database whether it is in the database itself or in archived transaction logs 

or database backups.
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This is a visual depiction of how Db2 native encryption protects the contents of specific files directly by encrypting the data written out and not the 

underlying file system. This means that when the file is moved, the data stays encrypted; there is no reliance on the file system itself being encrypted to 

protect the data.
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Db2 native encryption is enabled with a new option on the create database command and applications and users are unaware of its existence. It works 

on all platforms supported by Db2 and in serial, DPF, and pureScale configurations. If there is CPU hardware acceleration available for encryption on your 

platform, Db2 native encryption will automatically detect and use it to dramatically reduce overhead.
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Db2 native encryption uses an industry standard 2-tier approach to on-disk encryption.  The master key is kept in an external keystore and Db2 accesses 

this keystore as needed.
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The Master Key (MK) is managed externally and can be stored in a PKCS #12 compliant local keystore, which is created using the IBM 

Global Security Kit (GSKit). Db2 V11.1 added support for KMIP 1.1 compliant centralized key managers like IBM Security Key Lifecycle 

Manager (ISKLM) and Safenet KeySecure. And Db2 v11.1.1.1 offers direct support for Hardware Security Modules (HSMs) – integration 

with Gemalto (formerly Safenet) Luna SA HSM and Thales NShield Connect+ is provided.
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HADR technote:  https://www.ibm.com/developerworks/community/blogs/81c130c7-4408-4e01-adf5-

658ae0ef5f0c/entry/Enable_DB2_native_encryption_in_an_HADR_environment?lang=en
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The message in the third data element will tell you if CPU hardware acceleration is available for use by Db2 encryption. FYI, this also applies to SSL 

encryption.
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If on AIX and still experiencing heavy overhead after enhancing I/O parallelism, consider adjusting AIX memory parameter to increase parallelism as 

outlined in this technote:  http://www-01.ibm.com/support/docview.wss?uid=swg21983879
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This is why the ALLOW_KEY_INSERT_WITHOUT_KEYSTORE_BACKUP configuration setting has  a default value of false.
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