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Please Note

* IBM’s statements regarding its plans, directions, and intent are subject to change or
withdrawal without notice at IBM'’s sole discretion.

* Information regarding potential future products is intended to outline our general
product direction and it should not be relied on in making a purchasing decision.

* The information mentioned regarding potential future products is not a commitment,
promise, or legal obligation to deliver any material, code or functionality.
Information  about potential future products may not be incorporated into any
contract.

* The development, release, and timing of any future features or functionality described
for our products remains at our sole discretion.

Performance is based on measurements and projections using standard IBM benchmarks
in a controlled environment. The actual throughput or performance that any user will
experience will vary depending upon many factors, including considerations such as
the amount of multiprogramming in the user’s job stream, the 1/O configuration, the
storage configuration, and the workload processed. Therefore, no assurance can be
given that an individual user will achieve results similar to those stated here.
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Agenda

* The bigger picture - emerging business model “AP| Economy” is
leveraging APIs to generate new business

* Z/OS Connect provides a consistent REST(JSON) interface into
z/OS- based business functions

 DB2 11 native RESTful service support provides a new interface into
DB2 for z/OS
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APIs are giving rise to a new value chain

Big Data ' Assets

Big data sources provide
insights that are shared and I

experiences for users and

monetized through APIs ' Integrated and enabled by an \‘ new business models
: APl Economy 1
\ |
\ Externalization Consumption I o
\ ! »

n

Cloud Web_Apps

Cloud services are exposed ~
through Web APIs enabling rapid
composition environments

calls to back end services
through Web APIs

Business APlIs represent a new,
models are fast-growing channel

: opportunit
eVOIVmg stores (800) ###s web sites web APIs PP y
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Social ! Users

Social APIs fuel personalized

Mobile applications make



Weather Tracker Example -

Driver/ Risk Data
API enabled

s 4 i

i =

Public cloud
geospatial-
temporal
data

Public cloud /OnPrem

Public cloud

The Weather data device data

Weather service service
Company
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Introduction to REST

 REST - “Representational State Transfer” ... which uses HTTP/HTTPS and HTTP/HTTPS
verbs to allow a client to interact with a server over the TCP/IP network.

« JSON - “JavaScript Object Notation” ... a name/value pair representation of data that is
relatively lightweight and generally simpler to handle and parse than XML.

* An architectural style for accessing and updating data

« Simple and intuitive for the end consumer (the developer)
Query Parameters are used for

Use HTTP refinement of the request
verbs for GET Ve A ~
Create, Read, POST http://<host>:<port>/path/parameter?
Update, Delete PUT \ ~ J
(CRU,D) DELETE URIs represent things (or lists
operations of things)
[ GET
Request/Response http://www.dbs.com.sg:9080/API/Department?
Body is used to J RESPONSE: HTTP 200 OK
represent the data BODY { { “DEPTNAME” : “IT Operation SERVICE DIV”
object
by
- { “DEPTNAME” : “DBMS SERVICE DIV”
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z/OS Connect Enterprise Edition

* Provides single service channel for z/OS subsystem applications
* Industry Standard Interface (OpenAPI Initiative compliant)
* Reduced interface layering, reduced complexity and costs
e Scalable, highly available API

* Secure, EAL5+

CICS
IMS

* Delivers RESTful APIs as a discoverable, first-class

resource with OpenAPI Spec (Swagger 2.0) descriptions
* Ready for consumption by today's enterprise

application developers and integration with DB2

APl management solutions

e Swagger specification

WebSphere

| z/0S Connect EE

 Comprehensive tooling that enables APl developers to create
RESTful APIs from z/0OS-based assets
* API Editor download

* Supports standard JSON message format and conversion to z/0S
subsystem backend format requirements
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http://swagger.io/specification/
ibm.biz/zosconnect-tooling-download

z/OS Connect EE Structure

* Provides common infrastructure for discovery, authorization,
auditing, logging
« Data conversion to service provider subsystem

Embedded or as
r CICS started task
i
:—-- ||V|S Via IMS Connect
1
{’ ------------ h . DB2 (2/0S Connect V1 JDBC Type 2 or 4 or
REST > : 7/0OS Connect : Service ) DB2 RESTful service
[ EE ] ; Such as a WAS z/0OS server
I I o
D JSON N e Y Provider REST hosting REST or 3 party
I .
—— Batch using WOLA APIs to
r
: TaSk host a service
| N e 1
i T _MQ e |
e —————— Tem————m————— bl bbbty e m——————— 1
———— | I | r————— | I | rm———— R | re————— i F—— | e———— i I .
Data : : Discovery : : Audit : : Logging : : Granular :
L_Conversion ¥ 1 _ Function__1 { _ Function__t | __Function__1t 1 _Authorization _!

* http://www.slideshare.net/MattLeming/hhm3481-ibm-mg-for-
zos-enhancing-application-and-messaging-connectivity-in-a-
hybrid-world
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Why use Swagger?

-/ 42OPEN API

INITIATIVE

Write Swagger
Swagger Editor allows API
developers to design their

Swagger documents.
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More than just an API description framework...

There are number of Open Source tools
available to aid consumption:

Read Swagger Consume Swagger
Swagger Ul allows APl consumers to Swagger Codegen creates stub
easily browse and try APIs based on code to consume APIs from

Swagger Doc. various languages.
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Db2 RESTful Service Support

DB2 native RESTful service functionality maintaining z/OS Connect
externals as applicable and

« Added by P166828, P170477 (Db2 11) or PI70652 (Db2 12)
* Is ready for use out of the box

* Reuses DDF functionality that provides a highly available, highly scalable
and highly serviceable network interface

» DDF provides security, auditing, and data transformation as being
provided using z/OS Connect
« PERMIT DSN.REST CLASS(DSNR) ID(DB2USER) ACCESS(READ)
» Support of clientinfo fields
» Allows a database administrator to manage services

« New catalog table SYSIBM.DSNSERVICE
« Static execution pattern — auth checking, object dependency tracking
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Db2 RESTful Service Support

HTTP Request

POST http://mybank.com:4711/services/ACCOUNTS/getBalance
Body: { “ID”: 123456789 }

{ DDF Db2
A e >
9 é . 2 HTTP and
Discover JSON parsing
REST client HTTP + JSON VETEGE ! o  SQL
Security Checks execution
Invoke T *
< Thread Creation

“ ., SELECT BALANCE
Body: { “BALANCE”: 1982.42 } FROM BANK .ACCOUNTS

HTTP Response WHERE ID=123456789
SQL statement
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Data Studio Tooling for z/OS Connect —
End to End Development

SELECT *
FRCM EMPLOYEE
WHERE EMPNC = :EMPNO

UPDATE EMPLOYEE
SET FIRSTHNME = :FIRSTNAME
WHERE EMPNOC = :EMENO

CALL BONUS INCREASE(:factor,
rmaxSunForDept,
1deptaWithoutNewBonuses,
scountDeptaViewed:,
scountDeptaBonuaChanged,
rerrordag)

Database operations
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z/OS
Connect
Or Db2
artifacts

Deploy to
remote
z0S
Connect
or Db2

Data Web Services
of Data Studio

z/OS
Connect 1

z/OS Connect on LPAR



1. Define z/OS Connect together

User Interface

with Database connection

(D NewConnection

s

‘ Connection Parameters
Select the database manager and a JOBC driver, and specify required connection parameters.

Connection identification
" | Use default naming convention

Connection Name: cslec809

Selecta oy

Local | Connection Configurations|  JDBC driver: IBM Data Server Driver for JOBC and SQU UDBC 40) Defe »] [}

| | [Big SQL for InfoSphere Biginsights || [ General [Tracing | Optional

|DB2 fori

D82 for Linux, UNIX, and Windows | Location: STLECL

DB" i Host: cslecB09.vmec.sviibm.com

Generic JOBC Portnumber: 446

|HsQLDB "
Cl formin Retrieve objects created by this user only

Max0B User name: admfo01

MySQL Password:  eeeseece

|Oracle

|SQL Server || Save password

Sybase Default schema:
I Connection URL:  jdbcdb2y//cslecB09.vmecsviibmcom446/STLEC ~

- O
Test Comeﬂion_f
¥] z/OS Connect Server:
\ Properties
L Port number: 9443
! I"] Use Client Certification
! : e t cert
User name: admfoo1
I PISSWOIG:  esessese
I I7] Save password
bl
Concel—
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2. Define a new service by right click
on Web Services folder

4 1] Projectl (Z10jdbc:db2://cslec808.vmec.svl.ibm.com:4
[ Jars
= [0 SQL Scripts
[ Stored Procedures

[0 Tests
[0 User-Defined Functions
»|C3 Web Servi—— :
COXML Modeling References 4

» 1 Project2 (CSH New Web Service... ibm

Undeploy...

C.E® &

Import...
Export...

"3 New Web Service =<
Define a new Web service -
Specify a name, type, and target Web server for the o
new Web service.

Project: |Project1 [v] [vew... ]
Name: | MyNewWebService |

Namespace URT: | http: /fwww.ibm.comjtest]

!
||||1|||

UTU
(AR
||m|||



User Interface...

4. Right click to Deploy In
3. Drag ‘n drop z/OS Connect

Tle £t tavoawe Segrch Duject Daga Bum Query irdow beb !
ricWes | Q- B 1 v @ i e 4 1] Projectl {Zl[]I:jr_lbc:clb2:,f,ftslecBDB.vmec.svl.ibm.com:MﬁfSTLECl:retli
- Dt Progect Dxplorer 1 SR T e0 Rwif = & Jars
S Soons ~ SELECT *
g e T e o vase | 8 SQLScripts
4 Frnconmyet ! i [0 Stored Procedures
. Z’s’%?;"‘,‘?éz oua-uowea. l (] Tests
D M [ User-Defined Functions |
i e 4 (3 Web Services i
8 ponte i 40 WebServicel (WebSphere Application Server v8.0 at localhos
4 0 wedetetro
o i o P —— - 23 WebService? (utec459.vmec.svl.ibm.com)
04 Detatese Exgiore : =0 4 5 WebService3 (uteq*™ . S
2 BAAMAD " e siata Modeling References
S 15 Owwectors 2 = @ Commnnytaten L1 5 s » B getEmpB
8 & Owby Sempte Comechen Buby 101 T » 43 WebServicesgl* | 88 New Operation...
= & St D82 Loe v
Y i - XML S Edit.
—~olmert RN 4 1] Project2 (CSREC901:jdbg i
* G temor serves .- 3 Jars # Build and Deploy...
= SAMPLE (SAMPLE: xc:.ahost: SO000/SAMPLE) | Writable Smartimert 431 0 SQL Scripts é Depmy on z/0S Connct Server
. () Stored Procedures | #° Undepioy
i Export.

Service definitions are deployed in z/OS Connect — ready to use

Iyt
Tl

(1)
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DB2 Native RESTful Service Support ...

» Create|DROP|START|STOP Service using either Data Studio support, or direct
DB2 RESTful service call
POST https://<host>:<port>/services/DB2ServiceManager
{"requestType": "createService«....}

= Discover all services and discover details for a specific service using direct DB2
RESTful service call
POST https://<host>:<port>/services/DB2ServiceDiscover
{ ["collectionID": "<collectionID>"]

= DB2 RESTful service invocation.
—DB2 Adapter for z/OS Connect V1 invocation API syntax
—New DB2 native REST invoke API.

DB2

/- -

©2018 IBM Corporation

nnnnnnn

HTTP

Service Discovery

Service Invocation

Service Creation

Access Control (SAF)

Security & Auditing

\

p

SQL

Package
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Creating a Db2 RESTful service using BIND

BIND SERVICE (collection-id) NAME (service—-name)
[ SOLDDNAME (ddname) |

» SQLDDNAME specifies the JCL DD containing the SQL

—Can be inline, sequential data set, library member, zFS or UNIX file
= Supports long list of common BIND parameters
= Service can be deleted using FREE SERVICE command
FREE SERVICE (collection—-id.service—-name)

= Added by PI86867 (Db2 11) and PI86868 (Db2 12)
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Example Create using DSN BIND SERVICE

//CR8SRVC EXEC PGM=IKJEFTO1,DYNAMNBR=20
//STEPLIB DD DSN=DB2A.SDSNEXIT,DISP=SHR
// DD DSN=DB2A.SDSNLOAD,DISP=SHR
//SYSTSPRT DD SYSOUT=+
//SYSPRINT DD SYSOUT=+

//SYSUDUMP DD SYSOUT=+

//DSNSTMT DD DSN=SYSADM.SERVICE.SQL(SELECT1),
// DISP=SHR

//SYSTSIN DD =*

DSN SYSTEM(DB2A)

BIND SERVICE(SYSIBMSERVICE) -

NAME ("simpleSelectl") -
SQLENCODING(1047) -

DESCRIPTION('return a list of deptname-

based on input location')

[ *

©2018 IBM Corporation



Display of DB2 Native REST service locations and threads

You can issue the -DISPLAY THREAD command to identify and display threads that actively execute DB2® REST services. The correlation ID for a
thread that processes a sefvice is set to “DB2_REST" while the application name is the name of the service that is invoked.

The following is a sample output of the -DISPLAY THREAD command which identifies "DB2A" as the active thread and "simpleSelect1" as the
application,

00- 17.39.04 -DB2ADIS THREAD(*) DET

- 17,39.04 5TCO0179 DSNV4D1I -DB2A DISPLAY THREAD REPORT FOLLOWS -

- 17.39.04 STCOD179 DSNVAO2I -DB2A ACTIVE THREADS -

- NAME STA REQID AUTHID  PLAN ASID TOKEN

- DB2A RA # 0 028.DBAR 02 SYSOPR 0071 7

- V437-WORKSTATION=Moz111a/5.0 (Windows NT 6.1; WOWB4; rv:45.0) Gecko/2
0100101 Firefox/45.0
USERID=user0nl

- APPLICATION NAME=simpleSelectl

- V44 1-ACCOUNTING=POST SYSIBMSERVICE.simpleSelectl

- V442-CRTKN=: : FFFF; <host=.<port>, D149FFO32587

- V445-G934E317. FC7D, D149FFO32587=7 ACCESSING DATA FOR

- [ 1)::FFFF:<host>

- V447--INDEX SESSID A ST TIME

- V448--( 1) <port> R2 1624617373942
- DISCONN DA * 0 NONE NONE DISTSERV @71 9

- V4T1-USIBMSY,5YECIDB2, D149FF2FOGEA=Y
- DISPLAY ACTIVE REPORT COMPLETE
- 17.39.04 5TCOO179 DSN9022T -DB2A DSNVOT '-DIS THREAD' NORMAL COMPLETION

©2018 IBM Corporation



DB2 Native RESTful Service Support

» Uses cloud and mobile application programming HTTP and HTTPS
protocols

= Needs to be HTTPS for connectivity from DataStudio
= zIIP eligibility of distributed workload
= All DB2 Native REST APIs uses static SQL packages
= Dynamic SQL with SQL as parameter to SQL PL SP
= DB2 Native RESTful service integrates with z/OS Connect EE
= Coming: Tooling to simplify service definition in z/OS Connect

= References

The easiest way on the planet to create RESTful Web Services!

©2018 IBM Corporation


https://developer.ibm.com/recipes/tutorials/getting-started-with-restful-web-services-support-in-the-distributed-data-facility-of-db2-for-zos/

Security of DB2 Native REST service connections

DB2® supports HTTPS REST service requests by using the z/0S® Communications Server [P Application Transparent Transport Layer Security
(AT-TLS) capability. The policy-driven AT-TLS support is configured in the TCP/IP stack and performs the TLS check on behalf of DB2 hy invoking
the z/0S system SSL feature inthe TCP layer,

To support HTTPS requests, you must use a secure port for SSL connections. Make sure that the DDF TCP/IP SQL Listener service is capable of
listening to & secondary secure port for inbound SSL connections. DDF verifies that all connections to DB2 through the secure port are protected by

AT-TLS policies.

TCP/IP, PAGENT

‘ 2108

<SSL—protocoI

IP Connection

uses
System SSL

TCP/IP

cleartext .

DB2A

AT-TLS policies

ddddddddd

Userid
Direction

Client

userid / password

~__Certificate store

certificate
ROOT-CA

SsL

handshake SERVER

FUOIENT

/" handshake hY
J l I

Lo OHA

Server

Userid/Password

~__RACF

DB2A

certificate private key
DB2A DB2A

certificate mapping
ROOT-CA certificate <-= userid

Setup SSL and client cert authentication
http://www.redbooks.ibm.com/redpapers/pdfs/redp4799.pdf

http://www.redbooks.ibm.com/redbooks/pdfs/sq248099.pdf (chapter 12)
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http://www.redbooks.ibm.com/redpapers/pdfs/redp4799.pdf
http://www.redbooks.ibm.com/redbooks/pdfs/sg248099.pdf

DB2 Native RESTful Service Support ...

Alternative distributed connectivity to DB2,

= No need for DB2 drivers, DB2 Connect gateway or DB2 Connect license

= Service call direct or via z/OS Connect

Application Data DDF DB2 z/0OS
Server
Client DRDA DRDA
parsing \

Auth
/ check
https and I
_________ ~ REST(JSON) JSON Thread SQL

}  /’ parsing Creation/ execution
1
1
1
J

v\EST API

©2018 IBM Corporation

REST(JSON)



z/OS Connect EE Configuration Options with DB2 V11

@ Restapl
n Program e Static  SQL

n CcoBOL 0 Dynamic SQL
e —
1
| Systemz o8 1 ::tziv TCPIP/ Coded in DDF
)-- | Ct?n?‘:ct TCPIP, g ic 3 . Sync Client App. connection  Easy
- ! - Inbound DynamicSQL part only
| I
1 1
| c l EaBtziv TCPIP/ Coded in DDF
E HTTP | WAS JDBC ; TCPIP , DB2 4 o Sync Client App. connection Easy+
-— LUW § LUW.E typed : z/0S Inbound DynamicSQL part only
I | data
1 1
: ! CTG
1 1 1
wall TCPIP ' CTG cics DB2 |, nativ ;f:lP/ ElocdseAdFI)B Some CTG Mode
- 1 > c . .
- n . z/0S z/0¢ ¢ z/0S e Inbound Static SQL portion rate
: : data
| 1
| ' TCPIP/ Coded in
) ma TCPIP RN cics DB2 |\ 5 MQ  Agyn CICS App. All GCP Mode
== LW : z/0S z/0S z/oSs _|| MSG  In&Out Static SQL rate+
: C ! bound
: i BDF
! . .
e UL > .y e Definedin  commection ey
- I CEE z/0S * c o
® | | JSON'Inbound™ g oticsal 0%+ on asy
z/OSCEE
- e HTTP/s Coded in
~ REST/ HTTP/ Sync 90%+ ON
- 4 CICS App. Easy
*
@ JSON  Inbound Static SQL z/OSCEE

Note* : zOSCEE is planning to support outbound. (But, subject to be changed)

Page 23
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DB2 11 for z/OS Knowledge Center — RESTful Services

IBM Knowledge Center

il
e

| pB2 for 2108
| DB2 for 2/08 1100

-+ Data sharing

+ Intemational data

— DB2 REST services
Authorization of REST service users
Authentication of REST service requests
Security of REST service connections
Management of REST service client information
Classification of REST services
Manitaring of REST service connections and threads
Display of REST service locations and threads

+ Creating database objects required by REST services

Creating a DB2 REST service
Invoking a DB2 REST service
Dropping a DB2 REST service
Discovering all DB2 REST services
Discovering details of aDB2 REST service

-+ DB2 Adapter for 2/0S Connect

+ IBM Text Search for DB2 for z/0S

-+ IBM Spatial Support for DB2 far z/0S

+ Programming for DB2

| Caniwina DDO

Sel

»
DB2 REST services |vesion100 &

As a REST (Representational State Transfer) service provider, DB2® enables your web, mobile, and cloud applications to interact with DB2 data
through a set of scalable RESTful APls. These APIs are fully integrated in the DB2 distributed data facility (DDF). You can use the APIs to create,
discover, execute, and manage user-defined services in DB2.

DB2 defines a REST service as a package. Each package contains a single static SQL statement and is stored in a user-defined
SYSIBM.DSNSERVICE catalog table. When a service is created, a new row is added to the table that associates the service with its corresponding
package. After the package is bound, it can be executed only as a service.

An authorized user can discover and invoke the service through a REST HTTP client, including IBM z™/OS Connect Enterprise Edition (EE) or an
IBM® Cloud API management solution. DB2 accepts the HT TP request, processes the request body in JSON (JavaScript Object Notation),
executes the hound SQL statement, and returns any output in JSON.

All DB2 REST services are managed as native services. This DB2 native REST service solution leverages the existing DDF capabilities for
authorization, authentication, client information management, service classification, system profiling, and service monitoring and display.

Authorization of REST service users

You can use aDB2 REST profile in the RACF DSNR resource class to manage a user's access to the DB2 distributed data facility (DDF)
REST APIs.

Authentication of REST service requests
DB2 uses the IBM System Authorization Facility (SAF) to authenticate all HTTP REST service connection requests. The TCPALVER
subsystem parameter specifies the minimum set of user credentials required for DB2 DDF to accept and invoke a REST service.

Security of REST service connections

DB2 supports HTTPS REST service requests by using the z/0S® Communications Server IP Application Transparent Transport Layer
Security (AT-TLS) capability. The policy-driven AT-TLS support is configured in the TCP/IP stack and performs the TLS check on behalf of
DB2 by invoking the z/0S system SSL feature in the TCP layer.

Management of REST service client information
DB2 DDF implicitly defines special registers and a global variable to store client information about a valid HTTP REST service request. The
client information is externalized in accounting records and the output of the -DISPLAY command.

Classification of REST services
You can use the z/OS Workload Manager (WLM) support to define performance objectives for a DB2 REST service and classify the service
by the authorization ID or any other classification attribute.

Monitoring of REST service connections and threads
You can monitor the connections and threads of HTTP REST service requests by setting special registers and global variables in the profiles.

1114827 — Db2 DDF native REST Info APAR, documents known restrictions,

limitations, etc.
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Demo video resources

= Db2 11 and 12 for z/OS Native REST Services — Part #1
Demonstrates how to create and invoke Db2 native REST services
using SQL and stored procedures
https://youtu.be/6XkiEysnsCqg

= Db2 11 and 12 for z/OS Native REST Services and z/OS Connect EE
2.0 — Part #2:
The video shows how to enhance Db2 REST services using z/OS
Connect EE 2.0 and transform them into REST APIs.
https://youtu.be/91ji0WO1E3A
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https://youtu.be/6XkiEysnsCg
https://youtu.be/91ji0w01E3A

Summary

« Emerging business model “API Economy” - leveraging APIs to
generate new business

« Companies are now exposing some of their key application assets as
services to other users/application developers or external businesses

* DB2 Adapter for z/OS Connect is available for DB2 10 and DB2 11

* Exploits z/OS Connect to REST(JSON)-enable SQL and Stored
Procedures

« Itis a good start to get familiar with functionality when still on DB2 10

 DB2 11 RESTful service support provides a new native interface into
DB2 for z/OS

 Recommended functionality for DB2 11 NFM or later

* Integrates with z/OS Connect to provide a consistent REST(JSON)
Interface into z/OS- based business functions and development
tooling support
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